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Guidelines on Confidentiality for Population-based Cancer Registration (IACR, 2004)

Summary of conclusions and recommendations

A. Principles of confidentiality and the role of the cancer registry

A.1 The purposes for which data collected by the cancer registry are to be used should
be clearly defined (section 3.5).

A.2 The legal basis of cancer registration should be clear and should ensure that all
reporting bodies have legal authority to report cancer, whether registration is
compulsory or voluntary (sections 3.2 and 4.3).

A.3 The cancer registry must maintain the same standards of confidentiality as
customarily apply to the doctor—patient relationship; this obligation extends indefinitely,
even after the death of the patient (sections 4.1 and 4.6).

A.4 ldentifiable data may be provided to a clinician for use in the treatment of cancer
patients (section 6.3), but only the data necessary for the stated purpose should be
released (section 6.2).

A.5 ldentifiable data may be transferred to a collaborating or central registry for the
purposes of complete and accurate cancer registration (section 3.5.2).

A.6 The scope of confidentiality extends not only to identifiable data about data subjects
and data suppliers, but also to other directly or indirectly identifiable data stored in or
provided to the registry (sections 2.8 and 4.7).

A.7 Data on deceased persons should be subject to the same procedures for
confidentiality as data on living persons (section 4.6).

A.8 Guidelines for confidentiality apply to all data regardless of storage or transmission
media (sections 4.8, 5.6 and 5.8).

B. Measures for data confidentiality, protection and security

B.1 The Director of the registry is responsible for data security (section 5.1).

B.2 The staff of the registry should sign, as part of their contract of employment, a
declaration that they will not release confidential information to unauthorised persons.
This declaration should be renewed annually and will remain in force after cessation of
employment (section 5.2).

B.3 Suitable control of access to the registry, both physical and electronic, and a list of
persons authorised to enter the registry, should be maintained by the Director (section
5.4).

B.4 The Director should maintain a list of staff members indicating the nature and
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extent of their access to registry data (section 5.1).

B.5 Notices reminding staff of the need to maintain confidentiality should be
prominently displayed (section 5.3).

B.6 Cancer registries should consider providing proof of identity to staff engaged in
active registration (section 5.5).

B.7 ldentifiable data should not be transmitted by any means (post, telephone,
electronic) without explicit authority from the Director or a staff member to whom such
authority has been delegated (section 5.6). Transmission by telephone should in general
be avoided (section 5.7).

B.8 Cancer registries should consider the use of registered post or courier services for
confidential data, as well as separating names from other data for transmission (section
5.6.1).

B.9 Precautions should be taken for both physical and electronic security of confidential
data sent on magnetic or electronic media (section 5.6.2). This could be by separating
identifying information from tumour-related data, or via encryption of the identifying
information (section 5.8.1).

B.10 Use of the computer for confidential data should be controlled by electronic and, if
possible, physical measures to enhance the security of the data, including use of a
separate room, use of passwords, different levels of access to data, automatic logging of
all attempts to enter the system, and automatic closure of sessions after a period of
inactivity (section 5.8.1).

B.11 Demonstrations of the computer system should be performed with separate and
fictitious or anonymised data sets (section 5.8.2).

B.12 Special precautions should be taken for the physical security of electronic back-up
media (section 5.8.3).

B.13 Expert advice on security against unauthorised remote electronic access should be
sought if necessary (section 5.9).

B.14 Measures should be taken to ensure the physical security of confidential records
held on paper, microfilm, microfiche, and other electronic media (section 5.10), and to
protect such data from corruption (section 2.10).

B.15 A policy should be developed for the safe disposal of confidential waste (section
5.11).

B.16 Security procedures should be reviewed at suitable intervals, and consideration

should be given to obtaining specialist advice (section 5.12).

C. Release of registry data
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C.1 Release of cancer registry data for research and for health care planning is central
to the utility of the registry. The registry should develop procedures for data release
that ensure the maintenance of confidentiality (sections 3.5 and 6.4).

C.2 The Director of the registry, a scientific committee or an external authority should
be responsible for deciding if a request for identifiable data meets the requirements of
the law and the registry’s guidelines on confidentiality (section 6.1). The scientific
soundness of the project should also be evaluated.

C.3 In the absence of written consent from data subjects and data suppliers, a cancer
registry should not release identifiable data on data subjects or data suppliers for
purposes other than research and statistics (section 6.2). National legislation with
respect to confidential data should be observed.

C.4 Physicians should be given access to data needed for the management of their
patients, if identified as such and if in accordance with national law (section 6.3).

C.5 The data subjects should be given access to their own data on request, unless a
national law exempts such a release. It is however recommended that data subjects be
advised to make the request via their own physician (section 6.5).

C.6 Enquiries from the press should be referred to the Director of the registry or to a
staff member nominated for this purpose (section 6.7).

C.7 Requests for identifiable data to be used for research should include a detailed
justification with a written commitment to adhere to the registry’s guidelines on
confidentiality, signed by the requesting party (section 6.4).

C.8 Registries should make available a document describing their procedures and
criteria for the release of data (especially identifiable data) to researchers who request
access to the data (section 6.4).

C.9 Cross-border transfer of identifiable individual data should only be carried out for a
research project if allowed by national law, and if the level of protection is satisfactory
(section 6.6).

C.10 It is recommended that advance plans should be made for the possible cessation

of registry activity, including a description of procedures, variables, coding manuals,
programs, etc., in order to maintain the subsequent utility of the database while

safeguarding the confidentiality of its data (section 6.8).
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1 IACR

(1-1, p.9
A code of confidentiality helps in defining the proper balance between the right to
privacy for the individual and the right of fellow citizens to benefit from the

knowledge on cancer causation, prevention, treatment and survival, as derived
from cancer registration.

data subject
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2-6, p.11
Informed consent may be taken to mean any freely given, specific and informed
indication of the wishes of the data subject by which the data subject signifies his

or her agreement to personal data relating to him or her being processed.

1-3-2(d)
From a legal point of view, consent can only be given for a limited period of time,
whereas cancer registration data may be used in research decades after their

collection.
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